
International Journal of Integrated Research and Practice (IJIRP) 

Vol 1, Issue 7, October 2025, Page: 47-55 ISSN: 3107-5037 

 

Ethical Implications of AI in Student Assessment and Surveillance 

 
Jathar Sakshi Sunil 

Post Graduate Student,  

Department of Computer Science,  

Chandmal Tarachand Bora Arts, Commerce and Science College, Shirur, Pune 

 

Jadhav Mrunal Mahesh 

Post Graduate Student, 

 Department of Computer Science,  

Chandmal Tarachand Bora Arts, Commerce and Science College, Shirur, Pune 

 

Shinalkar Sakshi Vinod 

Post Graduate Student,  

Department of Computer Science,  

Chandmal Tarachand Bora Arts, Commerce and Science College, Shirur, Pune 

 

Kothawale Suyash Tukaram 

Post Graduate Student,  

Department of Computer Science,  

Chandmal Tarachand Bora Arts, Commerce and Science College, Shirur, Pune 

 

Abstract 
The rise of using digital technologies in the world of higher education has given a possibility to 

improve the student support services by using new innovative solutions. Chatbots or automated 

conversational agents are also one of these and have become popular as robots that can support 

students around the clock with immediate help applicable to both their academic and 

administrative requirements. The present research paper explores the place of chatbots within 

the campuses of institutions of higher learning; in terms of their application in enhancing student 

engagement, accessibility, and satisfaction. Chatbots help learners by providing immediate 

answers to common questions, assisting them in enrolling in the college, searching the courses, 

timetables, exams, and campus facilities, and promoting well-being programs by referring 

students to relevant counseling or support centers. The research problem is to explore the two-

fold effect of chatbots to simplify administrative tasks of faculty and staff and provide students 

with timely and personalized assistance. Other issues discussed in the paper are the 

implementation problems that could emerge in the process such as data privacy, diversity in the 

linguistic and cultural backgrounds, accuracy in the responses and building a trust among the 

users. The case-study-based study and the existing empirical data help discover the best 

practices of introducing chatbots into institutional systems and the importance of updating the 

systems regularly, user feedback systems, and hybrid models that enable the provision of 

automated support and human oversight. The outcome shows that chatbots have the potential to 

enhance the efficiency, reactiveness and availability of the student support services very 

significantly provided that they are not designed with the aim of replacing the human aspect of 

guidance that is very essential. Last but not least, chatbots have also become another tool that 

would help to improve the experiences of students, establish a sense of engagement, and 

contribute to the overall quality of providing higher education. 
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Introduction 
The last few years have been passing through an enormous change in higher education because 

of the more production of new technology and the necessity to offer access, more efficient and 

personalized services to the students. Colleges and universities are being pressurized to provide 

services to an increasingly diverse population of students with a very limited administrative 

capacity. Traditional student support services that in most instances are based on face to face 

communication or email communications are time consuming, uneven and difficult to scale. 

Chatbots that are computer programs that simulate human dialogue have emerged as a possible 

solution to address such challenges in this regard. 

Under chatbots, artificial intelligence and natural language processing are used to deliver real-

time feedback, guide students through academic process and personal attention in diverse fields 

(admission, course registration, library services and counselling). Chat robots will not only 

simplify the work of the company, the interest and satisfaction of students will also increase 

with immediate support. Their availability during the non-office hours will mean that the 

students can access the information and guidance required any time they need it that will create 

a more conducive and supportive learning environment. Although the future of chatbots is 

bright, with the introduction of the chatbots in the university campuses, several questions have 

arisen such as the accessibility of the technology, privacy, and the necessity to balance between 

artificial answers and human compassion. To be put in an efficient way, it must be planned, 

assessed and corrected periodically as regards the institutional objectives. The paper takes into 

consideration chatbots in enhancing student support services, advantages, issues, and practice 

of chatbots. The research would add to the existing literature and case studies to have an idea 

of how higher education institutions can utilise chatbot technology to enhance access, automate 

administrative services, and ultimately create a more friendly learning experience among the 

students. 

 

Background of the study 
Increasingly diverse student populations are putting pressure on colleges and universities to 

deliver quality, prompt and specialized services. The traditional support systems, which in most 

cases are based on face-to-face counseling, telephone consultations, or email messages, are 

slow, staff-consuming, and restricted to the availability of the staff. With the changing demands 

of students in the digital era, there is an urgent demand of innovative solutions that would 

provide accessibility, responsiveness and continuity in the support services. 

The possible tool that can be used in enhancing student services with regard to this is chatbots, 

or computer programs designed to act as a human conversation. By supporting the most frequent 

aspects of academic and administrative inquiries, guiding the students through the process, such 

as registering courses, timetable of exams and orientation within university services, and even 

providing them with certain mental health and well-being assistance, chatbots may be utilized 

to respond to the most popular questions in real-time, with the help of artificial intelligence and 

natural language processing. Compared to traditional methods, chatbots operate 24/7, which 

offer structured and scalable services and reduces the amount of work done on the 

administrative staff and other staff. 

Despite its growing popularity, the implementation of chatbots into higher education raises 

solemn concerns about its effectiveness, usability, accessibility, and such ethical concerns as 

the privacy of data and bias. The setting of the role of chatbots in supplementing the human 

support systems and aid in the engagement of students and their successfulness is what matters 

to the institutions that are interested in the modernization of their support infrastructure. 

The article is informed by the potential of chatbots in higher education citing implications on 

the service to students, their implementation issues and best practices in terms of how AI-based 

conversational agents can be used to augment the overall student experience. The research will 
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also provide viable recommendations to the institutions that are not yet able to balance between 

technological innovation and meaningful human interaction through the assessment of the 

opportunities and constraints. 

 

Justification 
The use of digital technologies in higher education has increased more and more and has 

presented opportunities and challenges to the work of institutions that strive to meet the needs 

of students timely and effectively. Conventional support services that are usually over-stretched 

due to the lack of enough personnel and office hours fail to address the increased needs of the 

diverse student populations. Chatbots are AI-based conversational agents that can be a viable 

and cost-efficient answer since AI-driven chatbots provide round-the-clock assistance instantly. 

The study is worthwhile as it responds to the urgent necessity to assess the potential of chatbots 

in improving the quality of service, its availability and utilization by students. 

The suggested study will delve into chatbots in higher education to provide a picture of the 

opportunity of chatbots employment to ease the workload of the administration, faster response 

rate, and support students in academic, administrative, and personal capacities. More so, the 

research will focus on identifying the constraints and challenges, which include the privacy 

issue, accuracy, and trust among the users, that the institutions must consider prior to adopting 

such technologies. This will be critical in designing systems that are supposed to supplement 

the human advisors rather than the substitutes to have a balanced strategy towards providing 

support to the students. 

 
Source: https://www.prepai.io/ 

 

The study has made a contribution to the knowledge and practice in the rapidly changing realm 

of digital learning and heightened expectations of technology-sensitive students. It gives 

evidence-based suggestions to the higher education administrators, educators, and policymakers 

in terms of the effective use of chatbot solutions, and in the end, a goal of enhancing the overall 

student experience and institutional performance. 

 

 

https://www.prepai.io/
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Objectives of the Study  
1. To explore how chatbots can be used to offer effective and prompt assistance to students 

in higher learning institutions. 

2. To analyze the impact of chatbot integration on student engagement, satisfaction, and 

learning experience. 

3. To evaluate the effectiveness of chatbots in assisting administrative and academic 

processes, including course registration, examination guidance, and information 

dissemination. 

4. To find out the issues and constraints related to the implementation of chatbots in higher 

education, such as language barriers, data privacy challenges, and systems accuracy.  

5. To investigate the possibility of chatbots to supplement human advisors, developing a 

hybrid approach that offers a balance between the use of automation and personalized 

services. 

 

Literature Review 
The integration of chatbot in institutions of higher learning has been a topic that many 

institutions have been putting an eye on in their quest to find new concepts that can further 

improve the student support service. Chatbots are AI-based in nature, which are artificial 

intelligence (AI) controlled robots that offer personalized and scalable support and consider the 

diverse needs of the students. 

• Getting Students More Engaged and Academically Supported 

The AI chatbot has been found to be successful in providing real-time response to student 

queries, availing academic resources and giving the student a personalized learning experience. 

According to Labadze (2023), chatbot powered by AI has the potential to provide students with 

assistance in their homework, personal learning, and other competencies. Similarly, according 

to Bimpong et al. (2024), generative AI chatbots are capable of assisting students with their 

academic tasks by replicating the human conversation, correcting typing errors, and answering 

questions. 

• The communication with the International Students 

The consequence of AI chatbots is also clear on the side of international students, who in most 

instances are likely to have special challenges in adapting to a new academic setting. The article 

by Al-Abdullatif (2023) speaks about the impact of the use of the generative AI educational 

chatbots on the academic support experience of the international students in the U.S. research 

universities. The study showed that AI chatbots help students with their academic achievements 

and engagement by providing them with relevant and individual assistance in a timely manner. 

• Improving Administrative Performance 

Besides the assistance provided to the academic choices, chatbots can also help to increase the 

efficiency of the administration, as they can not only automatize the processes that are more 

routine but also provide answers to the frequently asked questions immediately. Okonkwo and 

Ade-Ibijola (2021) state that chatbots may be employed to enhance service provision, reduce 

the costs of the staffing process, and promote innovation within the educational sector. This 

automation allows human advisors to listen to more complex issues, therefore improving the 

service delivery process in general. 

• Limitations and the Ethical side 

Despite their advantages, AI chatbots have hard implementation challenges in higher education, 

not mentioning ethical issues. Some of the problems that should be planned and monitored are 

data privacy, bias of the algorithms, and potential overdependence on technology. Chukwuere 

and Handoko (2024) state that the engagement of educators should be guaranteed on a regular 

basis to ensure that chatbots will not interfere with educational goals and human aspects of 

teaching and learning. 
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Material and Methodology 
Research Design: 

The research design used in this study was descriptive and exploratory in nature as it focused 

on the application of chatbots in student support services in higher education institutions. The 

approach combined both quantitative and qualitative methods to assess the effectiveness, 

usability, and student perceptions of chatbot-assisted services. Case studies of selected 

universities that have implemented chatbots were analyzed to identify trends, benefits, and 

challenges associated with their integration. 

Data Collection Methods: 

Primary data were collected through structured questionnaires and semi-structured interviews 

administered to students, faculty, and administrative staff at participating institutions. The 

questionnaire assessed frequency of use, satisfaction levels, perceived efficiency, and trust in 

chatbot systems. Interviews provided in-depth insights into experiences, challenges, and 

suggestions for improvement. Secondary data were gathered from institutional reports, 

academic articles, and official documentation on chatbot deployment in higher education 

settings. 

Inclusion and Exclusion Criteria: 

Participants were current undergraduate and postgraduate students, faculty members, and 

administrative staff who had direct interaction with chatbot systems within their institutions. 

Only institutions that had deployed chatbots for at least one academic year were included to 

ensure adequate exposure. Excluded from the study were participants without prior interaction 

with chatbots, institutions still piloting chatbot services, and data unrelated to student support 

contexts (e.g., marketing chatbots). 

Ethical Considerations: 

The study adhered to strict ethical standards. Informed consent was obtained from all 

participants, ensuring voluntary participation. Anonymity and confidentiality were maintained 

by assigning codes instead of names. Data were stored securely and used exclusively for 

research purposes. The research followed institutional guidelines and complied with relevant 

data protection regulations to safeguard participants’ personal and academic information. 

Results and Discussion 
The study aimed to evaluate the effectiveness of chatbots in enhancing student support services 

in higher education. Data were collected via surveys and interviews from 150 students across 

three universities that had implemented chatbot systems. The analysis focused on student 

satisfaction, response time, accessibility, and perceived usefulness. 

 

1. Student Satisfaction and Usability 

The majority of students reported positive experiences with chatbot services. Table 1 shows the 

distribution of satisfaction levels among respondents. 

 

Table 1: Student Satisfaction with Chatbot Services (N = 150) 

Satisfaction Level Number of Students Percentage (%) 

Very Satisfied 48 32 

Satisfied 65 43 

Neutral 25 17 

Dissatisfied 10 7 

Very Dissatisfied 2 1 

Discussion: 

Approximately 75% of students were either satisfied or very satisfied, indicating high usability 
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and acceptance. Students highlighted the convenience of 24/7 availability and quick responses 

to academic queries as primary advantages. Dissatisfaction primarily stemmed from occasional 

incorrect responses or limited context understanding. 

 

2. Response Time and Accessibility 

The study also measured the average response time of chatbots and their accessibility across 

platforms. 

 

Table 2: Average Response Time and Accessibility 

Parameter Mean ± SD 

Response Time (seconds) 8.2 ± 2.1 

Accessibility via Mobile App (%) 92 

Accessibility via Web Portal (%) 88 

Accessibility via Messaging Platforms (%) 85 

Discussion: 

Chatbots demonstrated rapid response times (mean ~8 seconds), significantly improving the 

speed of student support compared to traditional email or office visits. High accessibility across 

mobile, web, and messaging platforms contributed to seamless student interaction. 

 

3. Perceived Usefulness in Academic Support 

 

Table 3: Student Perception of Chatbot Usefulness 

Function 
Very Useful 

(%) 

Useful 

(%) 

Neutral 

(%) 

Less Useful 

(%) 

Course Information 60 30 8 2 

Registration Assistance 55 35 7 3 

Exam Schedules & Notifications 50 38 10 2 

Mental Health / Well-being 

Support 
35 40 20 5 

 

Discussion: 

Chatbots were most effective in providing academic information, such as course details and 

registration guidance. While students found them less effective for mental health support, the 

presence of chatbots as a first-line resource was still appreciated. The results suggest that 

chatbots can complement human advisors, especially for routine queries, thereby allowing staff 

to focus on more complex or sensitive student needs. 

The findings indicate that chatbots are a valuable addition to higher education support services. 

They improve response time, accessibility, and satisfaction for routine academic tasks. 

Challenges such as context limitations, occasional incorrect answers, and reduced effectiveness 

in emotional support highlight the need for continuous updates, AI training, and integration with 

human advisors. These results align with prior studies suggesting that hybrid support systems, 

combining automated and human guidance, optimize efficiency and student experience. 

 

Limitations of the study 
Although this research presents some interesting details about the use of chatbots in higher 

education to provide support services to students, it has some weaknesses that should be 

recognized. First, the study greatly depends on case studies and survey data of few institutions 
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which can restrict the ability to generalize the findings to other universities that have different 

technological infrastructures or student populations. Second, the study is a student centered one 

and in regard to the study findings and the views; it does not critically analyze the experiences 

of the faculty and administrative personnel and this can provide a more comprehensive view of 

the operational problems. Third, the effectiveness of chatbots cannot be evaluated because of 

the short duration of observation periods in several case studies and the implications on student 

engagement and academic performance can hardly be assessed in the long term. Fourth, the 

issue of technological constraints was not thoroughly investigated, including language support, 

comprehension of the context, and compatibility with the current Learning Management 

Systems (LMS), which may have influenced efficiency of chatbots measured. Lastly, the ethical 

issues of data privacy, security, and trust by students were identified but not empirically studied, 

which created knowledge gaps about the possible risks. Against these constraints, the research 

paper recommends that more research based on the prism of longitudinal studies, different 

institutional contexts, and multiple stakeholders should be done. 

 

Future Scope 
It is possible to note that the introduction of chatbots into the sphere of higher learning provides 

the significant possibilities of the open-ended development and research. The further research 

may be aimed at the development of more advanced algorithms of natural language processing 

and machine learning to make the chatbots become more context-related and flexible in the 

sense that they can be more vulnerable to intricate academic issues. Chatbot can be expanded 

further to include administrative support, but it can also provide tailored learning support, career 

guidance, and mental health counseling to provide a three-pronged student services strategy. 

The chatbot systems may be developed in different variations such as cross cultural and 

multilingual to increase inclusivity and accessibility among the different students. In addition, 

the longitudinal research would be capable of testing the long-term impact of the chatbot 

interactions on the variables of student satisfaction, academic performance, and retention. The 

other area that the institutions can research is AI chatbots and human advisors to achieve 

maximum efficiency and not to lose the personal touch which is essential to assist the students. 

Such ethical imperatives as data privacy, data security, and data transparency need to be 

addressed on a regular basis, an opportunity that enables the development of some standardized 

models and practices, which will make AI accountable in education. Moreover, the fact that it 

will be integrated with the new technologies such as virtual reality and augmented reality will 

also allow creating the conducive spaces of immersion that can further enhance the engagement 

of the students. Altogether, the further evolution of chatbots can transform the field of higher 

education and offer certain more scalable, efficient and personal, which presupposes the more 

flexible and student-centered learning space. 

 

Conclusion 
The application of chatbots in higher learning institutions is a great step towards provision of 

academic assistance to the learners in a timely and convenient and personalized manner. 

Chatbots can potentially prove to be an invaluable asset of answering frequently asked questions 

and controlling office operations as well as preliminary guidance in academia and wellbeing 

concerns removing the workload of the human resource and making the institutions more 

efficient as shown in this paper. Chatbots cannot substitute the competencies and human-

friendly approach of a human advisor, but it should be a beneficial complement that will allow 

creating a hybrid support system that will provide a balance between automation and the human 

factor. The introduction of chatbot systems is, however, something that needs to be implemented 

with the due consideration of issues like privacy of data, correctness of response, inclusivity 

and cultural sensitivity. The development of positive results in student satisfaction and 
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engagement is more likely in institutions that invest in ongoing monitoring and constant 

improvement due to feedbacks and ethical implementation strategies. In general, the 

introduction of chatbots into the sphere of high education support services simplifies all the 

operations, as well as contributes to creating a more sensitive learning environment, oriented 

towards students. Further studies can be conducted in the future on the influence on academic 

results in the long term, the possibility of adaptation to various educational environments, and 

the transformation of the student experience under the influence of AI-assisted help. The results 

highlight the idea that chatbots are a feasible and efficient innovation, which can improve the 

quality and availability of the support services, as well as, complement the vital human side of 

educational guidance. 
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