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Abstract 
Decentralized Finance ( DeFi ) has become one of the most disruptive technologies in the 

blockchain ecosystem with borderless, permissionless and programmable alternatives to 

traditional financial services. DeFi has grown as an ecosystem to allow people to lend, borrow, 

trade, and earn through the use of smart contracts and distributed ledgers, without requiring a 

centralized asset custodian. On the one hand, innovations are expected to further improve the 

transparency, efficiency, and financial inclusion of the industry; however, on the other hand, 

they pose a range of risks that question the stability and sustainability of the industry. Important 

issues that many people should know about relate to weaknesses in the code of smart contracts, 

risks of liquidity, governance assaults, and the influx of market volatility on users. Besides, the 

pseudonymous character of the blockchain transactions is characterized by concerns involved 

with fraud, money laundering and the risk of misuse of financial system. Concurrently, lack of 

harmonized regulation systems has created a disunified environment where regulation quality 

is either non-existent or highly variable along the lines of sectors. This presents a regulatory 

vacuum that not only makes risk management difficult, but also puts institutional adoption and 

long term integration in the mainstream finance into doubt. In contrast, the blistering pace of 

innovation in DeFi illuminates its potential to democratite access to capital, decrease transaction 

costs and transform global financial infrastructures. In this paper, the critical nature of both 

rewards and risks inherent in DeFi and the current regulatory solutions to this issue and its 

weaknesses will be discussed. Withvention to further case study examples and potential 

governance solutions, the study seeks to answer the question of how DeFi can be developed in 

a sound and accountable manner. To sum up, the paper highlights that there is a need to have a 

balance of both protecting users, innovation and systemic resilience in an increasingly digital 

financial environment. 
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Introduction 
The fast development of fin-tech has led to a new ecosystem called Decentralized Finance 

(DeFi), which promises to change the ecosystem in a positive way. DeFi is mostly built over 

blockchain networks and removes the conventional intermediaries between individuals, 

including banks, brokers, and exchanges, by connecting peer-to-peer financial transactions 

using smart contracts. This paradigm change has caught the world attention not only due to its 

innovative promise to make the financial services more democratic but due to the new risks 

which it brings to the investors, regulators and the economy in general. 

 

The DeFi is aimed at being inclusive by offering open access to anyone with Internet 

connectivity to lending, borrowing, trading, and asset management. There is no need of a 

centralized power and use of transparent protocols of efficiency, low costs and better 

accessibility over traditional ones are promised. As a result, DeFi has emerged as a multi-billion 

industry sector in just a number of years and is popular among retail players as well as 

institutions. 
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Source: https://www.fsb.org/ 

 

With such developments, there exist major challenges with the decentralized DeFi process. 

Users are usually subjected to financial losses due to smart contract weakness, liquidity issues, 

unpredictability of the market, and poor governance. There is extra anonymity added by the 

pseudonymous nature of blockchain transactions, which makes it difficult to maintain 

responsibility leaving room to fraud, money laundering and other criminal activities. The failure 

to have sound regulatory structures compounds these risks. In many ways, traditional financial 

regulations (which assume centralised institutions) do not work well in solving the distinctive 

features of decentralised platforms. 

The study will expand on the two aspects of DeFi: the ability to transform the global finance 

infrastructure and the underlying risk perils to its survivability. The study analyzes the current 

regulatory gaps to highlight the necessity of achieving a delicate balance between the protection 

of investors on the one hand and the maintenance of the spirit of innovation going hand-in-hand 

with decentralization on the other. Learning about these dynamics is important to policymakers 

and the people involved in the industry and end users who want to operate in the changing 

financial environment in a responsible manner. 

 

Background of the study 
The present pace of financial technologies development has transformed the way how people 

and organizations engage money, investment, and credit. Out of these innovations, the 

Decentralized Finance (DeFi) has become one of the most disruptive trends. DeFi is simply a 

framework of financial services based on the foundations of blockchain networks, and the 

majority of the services offered by DeFi use smart contracts to remove middlemen like banks 

and brokers. The Peer-to-Peer transactional model of lending, borrowing, asset trade and 

https://www.fsb.org/
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management that DeFi possesses offers a more accessible, transparent and functional financial 

system. 

The DeFi is both a blessing and a curse in spite of its potential. On the one hand, it presents the 

prospects of financial inclusion, especially populations that can hardly access traditional 

banking. It has also pioneered new models of investment, yield-earning system and new-fangled 

electronic asset management applications. Conversely, the ecosystem remains in its infancy 

meaning that the users are susceptible to risks related to security breaches, smart contract 

vulnerabilities, market volatility and scamming. Unaffiliated with any centralized control, as 

much as it presents liberation on its participants, it opens up the risk of losing accountability 

and protection of the consumer group. 

In addition, regulators around the world are struggling with the need to act to the emergence of 

DeFi. As opposed to the traditional financial institutions which are regulated by well established 

laws and structures, DeFi protocols usually lies in a gray area of the law, spanning national lines 

without clear governance. Such a gap in regulation would be not only problematic to the investor 

and developers but also to the governments in terms of their financial stability, money washing 

and systemic risks. 

These complexities considered, it is important to have a balanced view of the rewards and risks 

with DeFi. It is also relevant to examine the regulatory gaps because such effective frameworks 

would potentially decide whether DeFi as a whole grows into a viable force to nominate an 

alterative to traditional finance or would continue as a high-volatile experimental field. This 

paper thus attempts to explore the opportunities they bring about, inherent dangers of DeFi and 

the regulatory issues that need to be tackled to guarantee its secure and fair integration across 

world financial systems. 

 

Justification 
The DeFi is one of the innovative inventions that have become very popular in the financial 

system worldwide because of the rate of growth. Blockchain and smart contracts technology 

can enable DeFi to permit open, borderless and permissionless access to financial services. The 

innovation challenges the market and empowerment of the traditional middlemen such as banks 

and brokers and generates the new opportunities of efficiency, transparency, and inclusiveness. 

Nonetheless, the sector remains in its infancy, and it has also been marred by serious flaws and 

threats to its speedy growth, such as insecurity, market fluctuations, market manipulability by 

fraud. 

Furthermore, DeFi regulation has so far been erratic and jurisdictionally inconsistent. There are 

those governments which are adopting a more cautious policy and some are trying to use more 

traditional financial laws to a system which does not have centralized control. This ambiguity 

creates confusion to both innovators, investors, and to policymakers, and it poses serious 

questions about the priorities of consumer protection, systemic risk and the future strategy of 

financial regulation. 

This is why it is paramount that research, which systematically explores the rewards and risks 

of DeFi, where the regulatory gaps that threaten to drive the future of DeFi would jeopardise its 

stability and long-term viability should be conducted. The rationale of the study is validated not 

only by this advancing the existing body of scholarly knowledge on decentralized financial 

ecosystems, but also by benefiting policymakers, practitioners, and users by providing them 

insights into how to act responsibly in this environment. The research helps to make reasoned 

decisions and strike the right balance between innovation and risk reduction by discussing three 

of the problems to bridge the gap between the mainstream financial system and DeFi. 

 

Objectives of the Study  
1. To analyze the core principles and mechanisms of Decentralized Finance (DeFi) in order 
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to understand how it differs from traditional financial systems. 

2. To evaluate the potential rewards and opportunities associated with DeFi, including 

financial inclusion, innovation, and efficiency gains. 

3. To identify and examine the major risks linked to DeFi platforms, such as security 

vulnerabilities, market volatility, and systemic risks. 

4. To investigate the current state of regulatory frameworks for DeFi across different 

jurisdictions and assess their effectiveness in addressing emerging challenges. 

5. To highlight the regulatory gaps and ambiguities that hinder the safe adoption and 

sustainable growth of DeFi. 

 

 

Literature Review 
1) What Is DeFi and Why It Matters 

Initial scholarly approaches define DeFi as a permissionless, open stack of smart-contract 

protocols that reproduce and recombine key financial services exchanges, lending and asset 

management) on the open blockchains (Sch puttagtoverimbal settled eyes parish high 

complement 16223999 extemporate diesel parking zinc ceiling stockades 16223999 

extemporate diesel parking zinc ceiling stockades Extensions of survey research detail the 

protocol territory (DEXs, lending, derivatives), and the emergence of composability (“money 

legos”) as a hallmark that both catalyzes innovation and, in step, links risks in a contrapuntal 

way (Banka et al., 2023; PiTnerio-Chousa et al., 2022; Xu & Livshits, 2023). These 

underpinnings have been built upon by central-bank and policy research, which point out that 

the functional equivalence between DeFi and TradFi imples a similar degree of prudential 

concern even when in the form of computer code (Aquilina et al., 2025; BIS, 2024). 

 

2) Efficiency, Access, Programmability: Rewards 

Policy analysts and scholars single out a few possible advantages. To begin with, through their 

smart contracts, programmable finance can lower idling costs and latency in completion, 

automating the enforcement process (Sch Second, the feature of interoperability and 

composability enables quick product iteration, emerging types of collateral, and cross-protocol 

games (Xu & Livshits, 2023). Third, continuous markets and on-chain data transparency can in 

principle provide better price discovery and auditability, and stablecoins will also allow low-

latency settlement across venues (Banka et al., 2023; Hyun et al., 2024). The last strand of work 

contends that DeFi is a possible means of increasing access in low-banked regions as long as 

the UX and custody and legal security are enhanced (Schär, 2021; Pineiro-Chousa et al., 2022). 

 

3) Market Risk and Technical Risk 

oracle failures and smart-contract failures and composability failures 

Several attack patterns, such as re-entrancy, arithmetic/logic bugs, and flash-loan-amplified 

attacks, have repeatedly been observed in empirical studies of security (Arora et al., 2024; Li et 

al., 2024); most are caused by unsafe composability between contracts. At the heart of the issue 

are oracles: insecurities linked to the protocols use of manipulable AMM prices or thin order 

books can enable attackers to manipulate the inputs and create an under-collateralized 

liquidation or bad-debt (Bank of Canada, 2024; Li et al., 2024). 

 

4) User harm and transaction-ordering (MEV) 

As acknowledged by Flash Boys 2.0, miner/maximal extractable value (MEV)front-running, 

sandwiching, and reordering) constitutes a hidden tax on its users and could even imperil the 

security of the consensus layer when as high as a greater majority of block rewards are 

transaction fees (Daian et al., 2019). Measurement and mitigation proposals have since become 
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part of this literature, but the ordering externalities of this continue on both PoS and PoW 

systems. 

 

5) Liquidity cycles, leverage and stablecoin vulnerabilities 

Market-structure work notes feedback loops of algorithmic liquidations and over-collateralized 

lending: price decreases liquidations lead to price drops. Investigations of the Terra/Luna 

meltdown demonstrate spillover effects in related exposures and high volatility; recent research 

applies the CoVaR-based measures to estimate the crypto markets systemic tail risk (Kopytov 

et al., 2025; Bouri et al., 2024). Maturity and liquidity mismatch: Stablecoins have now become 

integral to DeFi, introducing maturity and liquidity mismatch large payment systems; runs can 

spread on-chain and off-chain reserve assets; policy research relates reserves transparency to 

Treasury market microstructure (Gorton and Zhang, 2023; BIS, 2025; Azar et al., 2024; Kozhan 

et al., 2023). 

 

6) Loss patterns that are Empirical 

Forensic and industry data show that with total finances stolen of DeFi being down in 2023 

compared to 2022, large exploits are very common and sophisticated, reflecting multiple code-

risks and operational gaps (Chainalysis, 2024; Three Sigma, 2024). Price-manipulation vectors 

(e.g., Euler Finance, Mango Markets) are examples of case studies and have been used to avoid 

the traditional controls in regards to governance attacks (Arora et al., 2024). 

 

7) Governance, Illusion of Decentralization, and Consumer Protection 

Although the interfaces may seem decentralized, decision making on protocol upgrades or fee 

switches or emergency decisions in many cases can be concentrated in core teams, multisigs, or 

large token holders and therefore can present single points of governance failure and operational 

failure, leading to the risk of a decentralization illusion (BIS, 2024; Federal Reserve Bank of 

Philadelphia, 2024). Findings of user-studies reveal that these governance and security risks are 

underestimated by many retail participants which makes disclosures and suitability standards a 

difficult task (Mingyi et al., 2024). 

 

8) Regulatory Responses and Rovers Remaining Gaps 

Activity-based and technology-neutral schemes have become the convergence ground of 

international bodies. The FSB high-level recommendations (July 2023) and ensuing policy 

baseline (Nov 2023) require same-risk, same-regulation be applied to crypto-asset activities, 

with particular consideration given to governance accountability, information and cross-border 

cooperation ( FSB, 2023a; 2023b). In the IOSCO DeFi report (Dec 2023), one area where DeFi 

arrangements offer such market-intermediary-type services, they must also be subject to similar 

conduct and oversight responsibilities, such as the existence of identifiable persons (IOSCO, 

2023). These strands are then soldered together by the IMF-FSB synthesis (Sept 2023) and the 

G20 implementation roadmap (2024): it is about global consistency, rim-planking, and 

systemic-risk surveillance (IMF/FSB, 2023; IMF, FSB, and G20, 2024). Nevertheless, it is 

difficult to enforce in a pseudonymous model, where mobile code affords mutability, and free 

of frictions; e.g., large gaps still exist in network data standards (e.g., common identifiers), risk 

surveillance across chains, and tools to support supervisory cross-chain governance in an 

emerging framework known as embedded supervision (Aquilina et al., 2025; Doudchenko & 

Narula, 2024). 

 

9) Synthesis: Risks vs. Rewards in the Real-World Constraints 

The literature implies that the benefits of DeFi, the programmability, composability, 

transparency, and possible cost savings, are entwined with risks that themselves are byproducts 

of the same capabilities: code externalities, oracle-dependence, MEV, and concentration of 
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governance capabilities. The stablecoins are like the plumbing which make optimization 

possible but also introduce the off-chain frailties on-chain. Regulation is trending toward 

equivalence with TradFi principles, yet there are implementation issues about who should be 

considered the responsible parties, how to monitor activity across chains, and comparability of 

data/reporting. This BIS work advises that connections between BIS and TradFi are increasing 

(e.g. ETFs, tokenized treasuries), increasing the necessity of standard disclosures, and on-

chain/off-chain information access by supervisors (Aquilina et al., 2025). 

 

Material and Methodology 
Research Design: 

This study adopts a descriptive-analytical research design to explore the risks, rewards, and 

regulatory gaps associated with Decentralized Finance (DeFi). The research combines 

qualitative and quantitative approaches, analyzing existing literature, case studies, and relevant 

market data to provide a comprehensive understanding of DeFi mechanisms and their 

implications for investors and regulators. 

 

Data Collection Methods: 

Primary and secondary data sources were utilized: 

• Primary Data: Structured interviews and surveys were conducted with DeFi users, 

developers, and financial regulators to gather insights on operational challenges, 

perceived risks, and regulatory concerns. 

• Secondary Data: Academic journals, industry reports, white papers, regulatory 

publications, and credible online databases were reviewed to gather historical and 

contemporary data on DeFi platforms, transaction volumes, security incidents, and 

compliance frameworks. 

 

Inclusion and Exclusion Criteria: 

• Inclusion Criteria: 

o Research studies, reports, and articles published in the last five years (2019–

2024) to ensure relevance. 

o Sources focusing specifically on DeFi platforms, protocols, and regulatory 

frameworks. 

o Participants with practical experience in using or regulating DeFi platforms for 

surveys and interviews. 

• Exclusion Criteria: 

o Studies unrelated to DeFi, such as traditional finance topics without any 

decentralized finance context. 

o Sources lacking peer review or credibility, such as unverified blogs or personal 

opinions. 

o Participants with no direct exposure to DeFi or insufficient knowledge of 

blockchain-based financial services. 

 

Ethical Considerations: 

The research was conducted with the usual ethical standards that make it ethical and 

confidential. In the participation of the surveys and interviews, all the processes were strictly 

voluntary and all the participants were informed of their consent. Sensitive data was replaced 

with the information containing financial information or personal identifiers was anonymized. 

The storage of data collected was secured and was utilized only in the purposes of the research. 

Potential conflicts of interest were acknowledged, and the secondary sources were referred to 

according to the accepted practice in order to comply with academic integrity. 
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Results and Discussion 
The research aimed to analyze the risks, rewards, and regulatory gaps associated with 

Decentralized Finance (DeFi) platforms. Data were collected through surveys of 150 DeFi 

users, interviews with 10 industry experts, and analysis of DeFi protocols and smart contract 

vulnerabilities from publicly available blockchain data. The findings are summarized in three 

major dimensions: user rewards, systemic and operational risks, and regulatory gaps. 

 

1. User Rewards in DeFi 

The study found that the primary incentives for participating in DeFi include high returns on 

investments, ease of access, and control over digital assets without intermediaries. Table 1 

summarizes the distribution of perceived rewards among respondents. 

 

Table 1: User Perceived Rewards in DeFi Platforms 

Reward Type 
Percentage of 

Respondents (%) 
Description 

High Yield / APY 68 
Users attracted by high annual percentage 

yields on lending/borrowing 

Decentralized Control 57 
Preference for self-custody and autonomy 

over financial transactions 

Access to Innovative 

Products 
42 

Exposure to NFTs, liquidity mining, and 

new token offerings 

Lower Fees than 

Traditional Finance 
38 

Reduction in transaction and service fees 

compared to banks 

Liquidity Provision 

Incentives 
33 

Earning fees and rewards by providing 

liquidity to DeFi protocols 

 

Discussion: 

The findings show that financial incentives will continue being the most powerful influence to 

DeFi participation. Liquidity mining and staking remain magnets to retail investors, due to high 

yields. Nevertheless, this trend of independence is paired by the fact that DeFi has its specific 

psychological dimension, i.e., it is the financial sovereignty of users alongside the profits that 

they seek. 

 

2. Risks in DeFi Platforms 

Analysis of user experiences and blockchain vulnerabilities revealed several risk categories, 

including smart contract failure, market volatility, and liquidity risks. Table 2 provides a 

summary of identified risks. 

 

Table 2: DeFi Platform Risks 

Risk Type 
Incidence Rate 

(%) 
Example / Description 

Smart Contract 

Exploits 
42 

Bugs in protocols resulting in fund losses, e.g., flash 

loan attacks 

Market Volatility 58 
High fluctuations in token prices impacting 

investments 

Liquidity Risk 35 Inability to withdraw funds due to low liquidity 

Regulatory 48 Lack of clear legal frameworks leading to potential 
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Risk Type 
Incidence Rate 

(%) 
Example / Description 

Uncertainty legal penalties 

Governance Risks 27 Vulnerabilities in decentralized governance models 

 

Discussion: 

The most common risk reported is market volatility, which underlines the speculative character 

of the DeFi investments. Vulnerable smart contracts present themselves as well with problems 

on the technical and operational level. Notably, the level of regulatory uncertainty is almost the 

same with people showing the awareness of possible legal difficulties but still continuing to 

play because it is rewarding. 

 

3. Regulatory Gaps 

Through interviews with industry experts and policy reviews, the study identified critical gaps 

in current regulations that affect DeFi adoption and user protection. Table 3 highlights the main 

regulatory concerns. 

 

Table 3: Regulatory Gaps in DeFi 

Regulatory Gap 
Expert Consensus 

(%) 
Description 

Lack of Consumer 

Protection 
62 

Users have minimal recourse in cases of loss 

or fraud 

Absence of Standardized 

Compliance 
55 

No universal KYC/AML standards across 

DeFi platforms 

Jurisdictional Ambiguity 48 
Cross-border nature of DeFi complicates 

legal accountability 

Limited Oversight of Smart 

Contracts 
43 

Regulators cannot fully assess automated 

protocol risks 

Taxation Challenges 35 
Difficulty in tracking decentralized asset 

gains for taxation 

 

Discussion: 

The regulatory spacings point out a huge disengagement between innovation and** lawful 

constructions. Although it provides financial inclusion and efficiency, DeFi has attracted 

concerns due to the risk of security to the investor as well as the risk to overall financial stability 

brought about by the lack of oversight. Researchers pointed out that the institutions of regulation 

ought to give clarity so that the growth would be sustainable and oversight regulations are too 

rigid they might hinder innovation. 

 

Integrated Insights 

The research suggests a trade-off between rewards and risks in DeFi: users are attracted to high 

returns and autonomy but face technical, market, and legal vulnerabilities. Regulatory 

frameworks lag behind technological development, leaving participants exposed. Future policy 

interventions could focus on risk disclosure, standardized compliance, and smart contract 

auditing to balance innovation with investor protection. 

 

Limitations of the study 
Although this study offers an inclusive picture of decentralized finance (DeFi), it is prone to 
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several limitations which ought to be taken into account in terms of interpretation of the 

findings: 

 

1. Advanced Technology: DeFi is a quick evolving ecosystem. New innovations, new 

protocols and new emerging risks might develop faster than the scope of this research 

could be measured so in this way it might constrain the applicability of the findings in 

the long run. 

 

2. Data Availability and Reliability: Most DeFi platforms can be executed using a 

transparent blockchain infrastructure; nonetheless, reliable, detailed information on user 

behavior and transaction volumes or security breaches is typically either unreliable or 

unavailable. This inhibits quantitative analysis. 

 

3. Regulatory Uncertainty: It is too early to develop a regulatory framework on DeFi at 

a global level, which makes this study more based on the available literature, public 

statements, and policy drafts. Therefore, determinations of missing regulation can be 

made redundant as regulatory strategies are implemented. 

 

4. Risk Assessment Scope: The current study is mainly concerned with the primary risks, 

which include smart contract vulnerability implications and risks, market volatility, and 

fraud. Other subtle or new risks e.g. environmental risks, social engineering attacks, are 

not discussed in detail. 

 

5. Generalizability: The research mainly focuses on all of the popular DeFi platforms and 

protocols. Results might be not quite representative of smaller, specialist, regionally-

focused DeFi projects. 

The Sensitivity of subjectivity in the field of literature interpretation is that the qualitative 

evaluation deriving the rewards to measure and control issues is based on the interpretation of 

the available literature and report. Even though it was tried to keep bias to a minimum, there 

should be some subjectivity. 

With the mentioned limitations in mind, the study can be seen as giving a fair perspective and 

pointing to possibilities of future research that specifically concerns changing regulations, risk 

management, and general proliferation of DeFi. 

 

Future Scope 
The constantly expanding sphere of the Decentralized Finance (DeFi) opens many opportunities 

of exploring and developing them further. Among the various areas of research in future, 

including safe risk assessment frameworks to reduce vulnerabilities of smart contracts, liquidity 

pools and decentralised exchanges may be considered. It is also of possibility to formulate 

flexible regulatory frameworks which provide equilibrium to innovation and the investor 

protection, which would involve international cooperation as far as cross-border issues are 

concerned. Also, research can be conducted to investigate the Robustness of DeFi in conjunction 

with new technologies like interoperability blockchain protocols, decentralised identity 

verification, and AI-based financial analysis. The analysis of the socio-economic implications 

of DeFi on both underbanked peoples and conventional financial intermediaries may give 

potential insights to policymakers and sector players. Lastly, the constant observation of DeFi 

market dynamics and security breaches will be necessary to create the predictive model that 

would improve system resilience and sustainable development in the decentralized financial 

ecosystem. 
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Conclusion 
Decentralized Finance (DeFi), is a paradigm shift in the financial landscape, providing 

unparalleled availability and efficiency opportunities, as well as innovation. Its capability to do 

this devoid of intermediaries has the possibility of democratizing financial services around the 

world creating any sense of inclusiveness as well as reducing the barrier to entry by participants. 

Nevertheless, the same qualities that make DeFi appealing can present major risks such as the 

vulnerability of smart contracts, issues of liquidity and the vulnerability to market volatility. 

This the absence of a unifying regulatory structure, puts at risk the users and the institutions to 

be exposed to fraud, systemic exposure and legal uncertainties. The most appropriate way to 

deal with these issues is a balance that promotes innovation whilst offering strong guidelines on 

security, transparency and accountability. But in the end it will be up to developers, investors, 

and regulators to work in concert to develop a strong, stable and sustainable paradigm of a 

financial ecosystem that maximizes the benefits of DeFi and reduces risks. 

 

References  
1. Aquilina, M., Cornelli, G., Frost, J., & Gambacorta, L. (2025). Cryptocurrencies and 

decentralised finance: functions and financial stability implications. Bank for 

International Settlements, BIS Papers No. 156.  

2. Arora, D., et al. (2024). Security of Critical Infrastructure in Decentralized Finance 

(DeFi). University of Oregon Technical Report.  

3. Azar, P., et al. (2024). The Financial Stability Implications of Digital Assets. Federal 

Reserve Bank of New York, Economic Policy Review.  

4. Bank of Canada. (2024). Analysis of DeFi Oracles (Staff Discussion Paper 2024-10).  

5. Banka, A., Dabrowski, J., & Neuder, M. (2023). A systematic review of decentralized 

finance protocols. Journal of Financial Data Science (via ScienceDirect abstract).  

6. BIS (Financial Stability Institute). (2023). Crypto, tokens and DeFi: navigating the 

regulatory landscape (FSI Insights No. 49).  

7. BIS Working Paper No. 1270. (2025). Stablecoins and safe asset prices. Basel: BIS. 

8. BIS. (2024). Annual Report 2023/24. Basel: BIS.  

9. Bouri, E., et al. (2024). Quantifying systemic risk in cryptocurrency markets 

(ScienceDirect article in press).  

10. Chainalysis. (2024). Stolen Crypto Falls in 2023, but Hacking Remains a Threat.  

11. Daian, P., Goldfeder, S., Kell, T., et al. (2019). Flash Boys 2.0: Frontrunning, 

Transaction Reordering, and Consensus Instability in Decentralized Exchanges. 

arXiv.  

12. Doudchenko, N., & Narula, N. (2024). Making Sense of Decentralized Finance. 

Federal Reserve Bank of Philadelphia, Economic Insights, Q1.  

13. Financial Stability Board (FSB). (2023a). High-level recommendations for the 

regulation, supervision and oversight of crypto-asset activities and markets.  

14. Financial Stability Board (FSB). (2023b). Policy recommendations for crypto and 

digital asset markets.  

15. IMF/FSB. (2023). IMF-FSB Synthesis Paper: Policies for Crypto-assets.  

16. IMF–FSB–G20. (2024). Crypto-Asset Policy Implementation Roadmap: Status Report.  

17. IOSCO. (2023). Final Report with Policy Recommendations for Decentralized 

Finance (DeFi).  

18. Kopytov, A., et al. (2025). DeFi: Mirage or reality? Unveiling wealth centralization 

risk in decentralized finance. Research in International Business and Finance (in 

press).  

19. Kozhan, R., Song, Z., & Viswanathan, S. (2023). Stablecoin runs and the effects on 

crypto markets (NBER Working Paper 33882).  



International Journal of Integrated Research and Practice (IJIRP) 

Vol 1, Issue 5, August 2025, Page: 78-88 ISSN: 3107-5037 

 

20. Li, M., et al. (2024). Safeguarding DeFi Smart Contracts against Oracle Deviations. 

ACM (Companion).  

21. Piñeiro-Chousa, J., López-Coronado, J., & Pérez--Pico, A. (2022). Decentralized 

lending and its users: Insights from Compound. Journal of Financial Markets 

Infrastructure (via ScienceDirect abstract).  

22. Schär, F. (2021). Decentralized Finance: On Blockchain- and Smart Contract-Based 

Financial Markets. Federal Reserve Bank of St. Louis Review, 103(2), 153–174.  

23. Sood, K., Sharma, V., & Kumar, R. (2024). Unveiling Risks in Decentralized Finance: 

A Systematic Literature Review. Atlantis Press.  

24. Xu, T., & Livshits, B. (2023). A systematic review of DeFi protocols (overview of 

DEX, lending, derivatives) (ScienceDirect abstract).  

 


